NHOOPMAIIMOHHASA ITAMATKA
JJISA OBYYAIOIUXCA 1J1A PASMEIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCSA OOJIBLIE, a IIKOJIbHUKU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECEeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA IMOMOYb TeOe Oe301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISIETCS CHOCOOHOCTh K PasMHOXKEHHIO. B jomoiHEeHune K 3TOMYy,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailibl M JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Obliia 3allylleHa 3apa)KeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)KE€ YHHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToapl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbI ypPOBEHBb
3alIUThI OT BPEAOHOCHBIX MTPOTPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIC ABTOMATHYCCKHU
YCTAHABJIIMBAIOTCS C IEIBI0 JOpabOTKH MpOrpaMMbl) M JIPYIrHEe OOHOBJICHUS CBOCHU
orepanmoHHol cucreMbl. CkaunBail X TOJIBKO ¢ ounmaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE I1OJ NPAaBaMHU IIOJIH30BATEIs, a HE aJMHHUCTPATOPA.
OTO HE TMO3BOJMUT OOJBUIMHCTBY BPEJIOHOCHBIX NPOTPaMM HHCTAUIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Vlcrionp3yil aHTHBHPYCHBIE HMPOTPAMMHBIE MPOJIYKTHI M3BECTHBIX MPOM3BOJIUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUYECKUIM TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remka, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, OJyUYEHHBIE U3 HEHAJIEKHBIX UICTOYHHUKOB. [{axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HETo, OTIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepmanjickas koMmmnaHus 3apeructpupoBasa O6penn "WECA", uto o6o3Havasno
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBoOIHas TOYHOCTH".

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBoOi TexHuku Hi-Fi, uTo B nepeBojie 03HavaeT "BbICOKasi TOYHOCTH".



Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTENSIX W a’pomoprax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIXOJla B HHTEpHET. HO MHOTrHE SKCIEepThl CYUTAIOT, YTO 001enocTynHsie Wi-
FI CC€THU HC ABJIAIOTCSA 663OHaCHBIMI/I.

CoBeTsl 110 6€301macHOCTH paboTHI B 00IIeA0CTYTHBIX ceTssx Wi-fi:

1. He mnepemaBaii cBoro nuuHyr0 uHpopManuio uepe3 obmemoctynubie Wi-Fi cern.
PaGoras B HUX, XCJIATCJIIbHO HC BBOAWUTL MMAapOJIi JOCTYIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIIAM aHTHBUPYCHBIE MpOrpamMMbl M OpaHaMayep. TeM caMbIM ThbI
o0e3omnacuiib cedst OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHas (yHKUIUS 3aKpbiTa MO YMOJYAHHIO, OAHAKO HEKOTOPHIE MOJIb30BATEIN
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI qist mepemaun IWYHBIX J@HHBIX, HApUMeEp IS
BBIXO/Ia B COIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoau MMeHHO "https://";

6. B MobunsHoM Tenedone otkimoun ¢pynkuuo "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBTOMaTn4eckoro MmoAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajnHble ceTH

ConuasbHble CETH aKTUBHO BXOJST B HAIly 5KU3Hb, MHOTHE JIIOJU PabOTalOT U KUBYT Tam
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAp] YEJIOBEK, YTO SIBIISETCS OIHOM
CeIbMOI BCEX JKUTENICH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMH B COLIMAJIbHBIX CETSAX, MOXKET ObITh HaiJleHa U UCIOJIb30BAHA KEM YIOJHO, B
TOM 4MCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHSIMHU.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuup crnucok apy3ed. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo yacTHYO ku3Hb. He yka3bpiBail maposu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYI0O HWHGOpManMio. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBECTH KAHUKYJIbI;

3. 3amummail cBOIO penyTaluio - AEpPKU €€ B YUCTOTE M 3a/aBail cebe BOMpoc: XOTen Obl
ThI, YTOOBI IPYrUe MOJIb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [Togymail, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAMMCATh U 3arPy3UTh;

4. Ecau ThI rosopuviib € JJIOAbMH, KOTOPBIX HEC 3HACIIb, HC I/ICHOJ'IB3YI7I CBOC pCAJIbHOC UM
" IPYT'YIO JIMYHYIO I/IH(pOpMaLII/II/IZ HUMs, MECTO XKHUTCJIbCTBA, MCCTO y‘-ICGBI " Ipouce;

5. U36erait pazmemienus ¢otorpaduii B IHTepHETE, Ii€ ThI M300pakeH HA MECTHOCTH, T10
KOTOPOH MO>KHO OTIPEICTINTH TBOE€ MECTOIIONIOKEHHE;

6. Ilpu peructpanuu B COIHMAIBLHON CETH HEOOXOIUMO HCIOJIB30BaTh CIIOKHBIE MapoH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. I[J'I}I COLIMAJIbHOM CCTHU, MOYTBI U APYIrUux caiiToB HCOGXOI[I/IMO HCIIOJIb30BATh PA3HBIC



napoJiu. Tor;[a €CJIn T66$I B3JIOMAKOT, TO 3JIOYMBIINJICHHUKHU I1OJIYy4YaT JOCTYIl TOJIBKO K OAHOMY
MECTY, a He BO BCE Cpasy.

JIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTexel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

9J'IGKTpOHHBI€ JCHBI'M IIOABHJIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a 3TOrO BO MHOI'HUX
rocyaapCTBax A0 CUX IIOP HEC NPOINHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIeIsIoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBIE. Pa3HUIla B TOM, YTO AHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HAeHTH(PHUKAIUK MOJb30BaTesl, a B
HEAaHOHHUMHBIX UACHTU(UKAIIMS TOIH30BATENS SBISETCS 00513aTEIbHOM.

Taxoke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C QJICKTPOHHBIMHA JCHbI'aMMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizaHHBI TenedoH MOMOXET, eciu 3alyaems CBOM
IUIATEKHBIA NApOJIb WJIM 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBa;

2. Vcnonw3yi ogHopaszoBbie apoiu. [locie nepexosia Ha yCHIGHHYIO aBTOpU3AIUIO TeOe
yKe He Oy/IeT yrpoKaTh OIMACHOCTh KPaXKU WJIH TIEpeXBaTa MIaTeKHOTO Mapois;

3. Boibepu cnoxubiif mapoins. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBINA MapoJb.
HanexHple maponu - 3TO mapoiii, KOTOPBIE COAEepKAaT HE MEHee 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE U TPOMUCHBbIE OYKBBI, U(PHI U HECKOIbKO CHMBOJIOB, TaKH€ KaK 3HAK J0JuIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAs MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU 0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpoCTOro TEeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paissl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mMpaBWIIbHBIA MOYTOBBIA cepBUC. B MHTEpHETE eCTh OrpOMHBINA BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSATh TEM, KOTO 3HACIIb U KTO MEPBHIi B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute NU4Hy0 HMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKabHbIN _(paHaTt@" uwiun "pokx2013" Bmecto "temal3";

3. HUcnonb3yil ABYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MapoJisi HY)KHO BBOJIUTH
KO/, IpUChIIaeMblii 1o SMS;

4. BpiOepu CHOXHBIA Tapoiib. sl KaXX7goro MOYTOBOTO SIUKA JIOJDKEH OBITh CBOM



HaJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTh HamucaTh CAMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH 3Ty
BO3MO>KHOCTb;

6. Hcrnonp3yid HECKOJBKO IOYTOBBIX SIIMKOB. IIepBbIA 11 4YacCTHOM NEPENUCKU C
aZipecaTamMu, KOTOPBIM Thl JOBepsellb. DTO 3JIEKTPOHHBIM agpec HEe HAJO0 HCIIOJIb30BaTh NPHU
peructpanuu Ha GopymMax U caTax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHUS B MHCbMaX, AaXKe €CJIM OHU IPUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paiiisbl;

8. Ilocne okoH4YaHust pabOTHI HA MMOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKIIAJKUA C CAUTOM
He 3a0y1bp HaXaTh Ha "BeiidTu".

KubepOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymiauHr - npeciieoBaHle COOOIIEHUIMHU, COACPKAIIUMU OCKOPOJIEHUS, arpeccutio,
3allyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00PbOE C KNOEPOYIIMHIOM:

1. He Opocaiics B 60ii. JIyuammmii crmoco0: TOCOBETOBAThCS KaK ce0sl BECTH M, €CJIH HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$[, TO BHa4aJI€ YCIIOKOUTLHCA. Ecimu TBH HayHemb oOTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJILKO €IIie OOJIbINE Pa30XIKeIlb KOH(IUKT;

2. Ypasindii cBoeil kubeppernyTaimei;

3. AHOHMMHOCTH B CETH MHUMas. CYIJ_[CCTBYIOT CIIOCOOBI BBIICHHUTB, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyIUTaHCKUI 00pa3 BUPTyasbHOHM Xu3HU. VIHTEepHET (uKcupyer Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y NIANIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHblii HeratuB. OHOPA30BbIE OCKOPOUTENIBHBIE COOOIIECHUS JTy4Ile
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B nporpammax o0MeHAa MTHOBEHHBIMH COO6H.[€HI/I}IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTb 6J'IOKI/IpOBKI/I OTIIPaBKU COO6I.I.[CHPII>1 C OIIPCACIICHHBIX aIpCCOB;

8. Ecim Tl cBuzmerens kuOepOymiuHra. TBOM JEHCTBHUS: BBICTYNIUTH IPOTUB
IIpecieioBaTes, MoKa3aTb €My, YTO €ro ACWCTBHs OLEHUBAIOTCA HETaTUBHO, NOIIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrHYecKas IIOMOIlb, COOOLIUTH B3pOCIBIM O (akre
arpecCUBHOIO IOBEJEHUS B CETH.

MoOnbHbIi Tes1eoH

CoBpemenHble cMapT(HOHBI U MIJIAHILIETH COIepKaT B ce0e BIIOJIHE B3POCIIbIN (yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTallMOHAPHBIMHM KOoMIbOTepaMu. OJHAKO, CPEACTB
3alIUTHI IS TOJIOOHBIX YCTPOMCTB MOKa O4YeHb Malsio. TecTHpoBaHHME M MOUCK YS3BHUMOCTEH B
HUX NPOMCXOJUT HE Tak MHTEeHCUBHO, kak ais I[IK, To ’xe camoe kacaercss U MOOHMIBHBIX
MIPUIIOKEHUN.



CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yXKe MPaKTHYSCKH JTOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAJIA BJIEUYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisercs MMO-HAaCTOAICMY OecIuIaTHBIM. By,I[B OCTOPOXXEH, BEAb KOI'da Tebe
npeajararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITHI KaAKUEC-TO IIJIATHBIC YCIIYTH,

Hymaii, npexzae yem oTnpaBuTb SMS, poTo mnmum Bugeo. Tol TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJIsi MOOMITBHBIX TEJIe(hOHOB;

He 3arpy>1<aﬁ MMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOI'YyT COACPKATH
BpPCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak THI BBIAACHIH C CaiiTa, TZle BBOAWI JHYHYIO WH(POpPMALHUIO, 3aliau B
HACTpOIKM Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHE IVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBaii cBoil HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Moyb3yeuibcs. He 3a0biBaii nHOT 1A
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPAacOUYHBbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIal0TCs IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJIY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHHU ILIATAT: MOKYMNAOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IpHOOpEeTaroT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uayT Ha TOAAEpKAHHE M DPAa3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPHU3Al[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aIIATKU AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT oOIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoOJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AIIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroil urpok BeneT cedsi TIOXO WM CO3/1aeT Tede HeMpUATHOCTH, 3a0J0KUPYM
€r0 B CITUCKE UTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOpPAaM UI'PBI HA IIJIOXOC IMMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
IMMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3piBaii mTuuHyto uH(GOpMaIuio B rpodaiise urpsl;



4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;
5. He ycranaBnuBaii HeodunaabHbIE TATYA U MOJIBI;
6. Micnionb3yi CII0’KHBIE U pa3Hble N1apoJy;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JaHHBIX

OObIuHOW KpaXkeil JeHer M JIOKyMEHTOB CErOJHsS Y€ HHUKOr0 HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, H
MPOJIOIHKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosiBMJIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUINUHT, TJIaBHAs IIEJb
KOTOPOTO COCTOUT B TONYyYEHUU KOHQPUICHIMATHHBIX JaHHBIX TOJb30BaTENICl - JIOTHHOB U
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢umuar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecii Thl I0J103peBaciiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Wcnonw3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. HMcnonb3yii clioXKHbIE W pa3Hble Mapoiu. Takum obOpa3zom, eciu TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebsi B3JIOMaJi, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJIEHBI Y T€OSI B IPY3bAX, O TOM, YTO T€Os B3JIIOMAIHN U, BO3MOXKHO, OT TBOEro MMEHHU OyieT
pacchuIaThCs CIaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi naposis (PIN) Ha MOOUITBHBIN TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBaiil (haiibl U qpyrue BIOKEHHUS B MUCbMaX, Ja)K€ €CJIM OHU MPHIILIIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIHA JIU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[Mudposas penyranust - 3TO HeraTHUBHAs WM NMO3UTHBHAs WH(pOpMalMs B CE€TH O Tele.
Komnpomerupyromas unpopmaius, pa3MelleHHass B UHTEPHETE, MOXET CEpbe3HbIM 00pa3oM
OTpa3uThcsA Ha TBOEW peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe6bl, TBOC (1)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaxKkTepa u
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CCTH.

MHorue noapoCTKU JETKOMBICIEHHO OTHOCATCA K IYOJMKAllMKU JTMYHON MHGpOpManuu B
WuTepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOTafaTbcs O TOM,
yT0 (poTorpadus, pazmenieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.



KommenTapum, pazmenienue TBoux (ororpaduii U Apyrue ACHCTBUAS MOTYT HE MCUC3HYTh
Jake MOCJIe TOT0, KaK Thl UX yJalUIIb. Thl HE 3HaElIb, KTO COXpaHWI 3Ty HH(OpMalKIo, Ionana
J¥ OHA B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJAaBHOE: YTO MOAYMAlT O Tebe
OKpY’KarollKe JII0JIM, KOTOphle HAMIyT M yBUIAT 3T0. Hailitu uHpoOpMaIiio MHOTO JET CILyCTs
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(POBON PEITyTAIHH:

1. IMoxymaii, mpexae yeM 4YTO-TO MyOJMKOBAaThH W IepeaaBaTh y cels B Oiore wid B
COIIMATLHOM CETH,

2. B nacrpoiikax npoduisi yCTAaHOBH OTpaHUYEHUS HA MPOCMOTP TBOETO MPO(UISI U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3smemait u He ykas3biBail MH()OPMAIIHIO, KOTOpPasi MOXET KOro-JIu00 OCKOPOJIATH
WY O0M¥XKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE M0JIb30BaTENN LU(POBOro npocTpaHcTBa. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSIMHU HU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TTPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

Tepmun "HHTeNIEKTyanbHas COOCTBEHHOCTh" OTHOCHTCA K PAa3JIUYHBIM TBOPEHHSIM
YeJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUTamu, QoTtorpadusiMu, KUHODWIBMaMH U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IIpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS
HayKH, JIMTEPaTypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelJIMBbIE
BO3MOXHOCTH 3apa0o0TaTh Ha pe3yibTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTb U IPU3HAHMUE.
HuxkTo 6e3 paspelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHHE, PACIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHSTH B A(Hpe UK pa3meniaTts B VIHTepHeTe.

Hcnonp3oBanue "muparckoro" MmporpaMMHOIO OOECEeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaMm [0 OJIOKUPOBKHM TBOETO YCTpOMCTBa, Il
yCTaHOBJIEHA HeJllerajgbHas nporpamma. He crout Taxxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOM TJIABHBI COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOM
CUTYyaIlil OOpaTUTHCSA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKypcaxX M CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



MAMSATKA JJIS1 POAUTEJIEM OF THO®OPMAIIMOHHOM BE3OITACHOCTH
JNETEN

Onpenenenne TtepmuHa "wH(MOpPMAaNMOHHAs O€30MAaCHOCTH JeTel" COAEpPKHUTCS B
®enepanbaoM 3akoHe N 436-D3 "O 3amure nerei ot mHOpMAIUU, MPUYUHSIONICH Bpe UX
3JI0POBBI0 M PA3BUTHIO", PETYIHUPYIOIIUM OTHOIICHHS, CBS3aHHBIC C 3al[UTONW JeTeld OT
uH(pOpMaLU, TPUYUHSIIONICH Bpe UX 30POBBIO U (1K) pa3BuTHIO. COIIaCHO TaHHOMY 3aKOHY
"uHpOpMaLMOHHAs OE30MacCHOCTh JeTei" - 3TO COCTOSIHME 3alIUIIEHHOCTH, NPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NMpUYMHEHHEM HHQpOpMAaIMeil Bpeaa MX 3J0pOBBI0 U (KIIH)
bU3HYECKOMY, ICHXUYECKOMY, TYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cunty ®epnepanbroro 3akoHa N 436-D3 undopmarueit, TpuUUHSIONICH Bpea 3JJ0POBBIO 1
(WIIM) pa3BUTHIO JACTEH, SBJISCTCS:

1. nadopmanus, 3anpeneHHas A1 paclpoCTPAHCHUS CPEIIU ACTEH;

2. uH(oOpMaIMs, pacHpoCTpaHEHHE KOTOPOH OrpaHMYEHO CpeAH JeTed OmpeesIeHHBIX
BO3PACTHBIX KaTeropuil.

3. K undopmaryu, 3anpenieHHon 11 paCIpOCTPaHEHUs CPEeH JeTeil, OTHOCUTCS:

4. wHpopMmamnus, moOyXaaromas AeTed K COBEPIICHUIO JEHCTBUH, NPEICTABIISFOIINX
yrpo3dy HX JKM3HM W (WIHM) 370pOBBbIO, B T.4. NPUYMHEHHUIO Bpela CBOEMY 3JI0POBBIO,
camMoyOuICTBY;

5. cnocoOHOCTh BBbI3BATH y JIeTEH jKelaHue YINOoTpeOUTh HAPKOTUYECKHE CpEJCTBa,
NICUXOTPONHbIE M (WJIM) OJYpPMAaHHBAIOIIME BEIIECTBA, TaOauHble W3ENUS, ATKOTOJIBHYIO U
CIIUPTOCOAEPKALTYIO MPOIYKIMIO, TMBO U HAIIUTKHU, U3rOTaBIMBAEMbIE HA €T0 OCHOBE; IPUHSTH
ydyacTUe€ B  a3apTHBIX Mrpax, 3aHUMAThCs NPOCTUTYIUEH, OpOASIKHUYECTBOM — WIU
MOIPOIIAHUYECTBOM;

6. O6OCHOBBIB8.I-OH_Ia$I HJIN ollpaBAbIBarOIIass AOMMYCTHUMOCTb HACUIIHA U (I/IJ'II/I) KCECTOKOCTH
0o no6y>1<zla10ma${ OCYHICCTBJIATH HACHUJILCTBCHHBIC JEHUCTBHUSA IO OTHOLICHHUIO K JIOAIM H
JKHUBOTHBIM,

7. oTpHUIaONIas ceMelHble IEHHOCTH U (JOpMUpYIOLIasi HEYBaKEHUE K POJUTENSAM U (UITH)
JIPYTUM 4JIEHAaM CEMbH;

8. ompaBbIBaroLIas IPOTUBOIIPABHOE ITOBE/ICHUE;
9. coxeprkaliast HelleH3ypHYI0 OpaHb;
10. coneprkaias HHPOPMALIMIO TOPHOTPaPHUUECKOTO XapaKTepa.

K undopmanuu, pacrnpocTpaHeHHe KOTOPOM OrpaHHMYEHO CpeAu JeTell OmpeleleHHOro
BO3PacTa, OTHOCHTCS:

1. undopmanus, mpencraBisieMas B BHUAEC H300paKEHUS WIM OMHCAHUS JKECTOKOCTH,
bu3HYECKOro M (MIU) MCUXUYECKOTO HACWIIHS, MPECTYIJICHHUS I UHOTO aHTHOOIIECTBEHHOTO
JIEHCTBHS,

2. BBI3BIBaMOINAs y JeTed CTpax, yXac WIM NaHUKYy, B T.4. NpeAcTaBiseMas B BHUJE
u300pakeHUsl WM ONHCAaHWsT B  YHWXKAWOIIEH 4YeloBeYeckoe JOCTOMHCTBO  (hopme
HEHACUJIBCTBEHHON CMepTH, 3a00JeBaHMs, CaMOyOMICTBA, HECUACTHOI'O Cllydasi, aBapuu WIIHU
KaTacTpo(dbl U (MIIN) UX MOCIIEICTBUH;



3. mpexacTaBisieMas B BUAE H300paXECHUS WM OMUCAHUS IOJIOBBIX OTHOIICHUH MEXKITY
MYXYUHOH U KEHIIUHOM;

4. conepxaiasi OpaHHBIE CIIOBA U BBIPAKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOW OpaHH.

C yuetrom sToro Bam mpemyararoTcst mpaBmiia padOThl B ceTH MIHTEpHET Ui pa3iMuHbIX
BO3PACTHBIX KATCrOpH, COOJIOJCHHE KOTOPBIX IO3BOJUT 00CCHEYUTh HH(POPMALMOHHYIO
0€30aCHOCTD BaIllUX JIETEH.

OO0mme npaBuJIa 1Jis1 poauTesiei

1. HeszaBucumo oOT Bo3pacTa peOEHKa HCIOJIB3YHTE MPOrpaMMHOE oOOecIeueHue,
nomMoraroriee (puIbTPOBaTh U KOHTPOJIMPOBATH MHPOPMAIIMIO, HO HE MOJAraifTech MOJHOCTHIO
Ha Hero. Baie BHUMaHUe K peOCHKY - TTIaBHBIM METO]T 3aIUTHI.

2. Ecnu Bamr peGeHOK MMeeT aKKayHT Ha OJHOM M3 comuaibHbIX cepBucoB (LiveJournal,
ogs.mail.ru, vkontakte.ru u T.11.), BHUMaTeIbHO U3Y4YHUTE, KAaKyI0 HH(OOPMALIUIO TOMEIIAIOT €ro
blogs.mail.ru, vkontakte.ru , e e, e
YYaCTHHUKH B CBOMX NMPOMWISIX U Oiiorax, BKIto4as pororpaduu u BHIIEO.

3. [IpoBepbTe, ¢ KAKMMHU IPYTUMU CaiiTaMu CBS3aH COLMAIbHBIN cepBuc Bamiero pebeHka.
Crpanunuku Bamero peOeHka MOryT ObIThb O€30IaCHBIMH, HO MOTYT U COJIEP)KaTh CCBUJIKU Ha
HE)KeNNaTeJIbHbIe W OINacHble CalThl (Hampumep, MOPHOCANT, WM CalT, HA KOTOPOM Jpyr
YIIOMHHAET HOMEp cOTOBOTO Tenedona Bamero pedbenka mim Bam gomamrauii agpec)

4. Toompsiite Bamux gerelr cooOmarh 000 BCeM CTPAaHHOM WM OTTAJIKUBAIOIIEM M HE
CIIMIIKOM OCTPO pearupyiTe, Korja OHU 3TO JAeNaloT (M3-3a OMaceHHsl MOTEPATh JOCTYH K
WNuTepHeTy €T HE TOBOPAT POJIUTENSIM O MpoljemMax, a TakKe MOTYT HauaTh UCIOJIb30BaTh
HHuTepHeT BHE 10Ma U LIKOJIbI).

5. bynpte B Kypce cereBoi xku3Hu Bamiero peGenka. MHTepecyiitech, KTO UX JpY3bs B
WHTEepHET Tak ke, Kak HHTEPECYETECh pealbHBIMU JAPY3bIMHU.

Bo3pacr ot 7 o 8 ser

B Untepnere peGeHOK cTapaeTcsi MOCETUTh T€ WM WHBIE CAaWThl, a BO3MOXXHO M YaTHI,
paspelleHne Ha MOcCelleHHe KOTOPBIX OH He MOoJy4us Obl oT pomutenei. [loatomy poauTensm
OCOOEHHO TIOJIE3HBI OyAyT T€ OTYETbl, KOTOpblE NPEJOCTaBISAIOTCA IpoTrpamMMaMH IO
OTpaHMYEHUIO HucnoJb30BaHus MHTepHera, T.e. PoauTensCkuii KOHTPOJIb WM TO, YTO BBI
CMOJKETE YBUJIETh BO BpEMEHHBIX (ailnax. B pesynbrare, y peObeHka He OyAeT OIlyIIeHus, 4To 3a
HUM BEJeTCs MOCTOSHHBIH KOHTPOJIb, OJHAKO, POAUTENN OyayT MO-IPEXKHEMY 3HaTh, KaKue
caiiTel moceniaeTr ux pedeHok. /et B JTaHHOM BO3pacTe 00J1aZjaloT CUJIbHBIM YyBCTBOM CEMBH,
OHU JIOBEPUMBBI M HE COMHEBAIOTCA B aBTOpuTeTax. OHM JHOOAT UrpaTh B CETEBBIE UIPHI U
yTenecTBoBaTh 1Mo MHTepHeTy, NCIONb3Ys AJIEKTPOHHYIO MOYTY, 3aXOAUTh Ha CAalThl U YaThl,
HE PEKOMEHOBAHHBIE POJIUTEISIMH.

Cogersl 110 Oe3onacHOCTH B cetu IHTepHeT Auis faetei 7 - 8 net

1. Co3paiiTe CIMCOK JOMAIIHUX MpaBWJ MOcemeHuss MHTepHeTra mpu ydacTuu JAeTed u
TpeOylTe ero BBHITOTHEHUSI.

2. Tpebyiite ot Bamero peGeHka coOr0A€HUS BPEMEHHBIX HOPM HAXOXJIEHHS 3a
koMmnbioTepoM. [lokaxkute pebenky, uto Bbl Habmiomaere 3a HUM He MOTOMY 4To Bam 3T0
X04eTcs, a ToToMy uTo Bbl GecriokonTech 0 ero 6€301macHOCTH U BCETa FOTOBBI €MY ITOMOYb.

3. Komnerotep ¢ noakmoueHneM K HTepHETY TOJDKEH HaXOAUTHCS B OOIIEH KOMHATE TO/T



IIPUCMOTPOM POJUTEIEH.
4. cnionp3yiiTe cienualibHbIC IETCKUE MOUCKOBBIC MAIIIMHBI.

5. Wcnonw3yiite cpeacTBa OJIOKHMPOBAHUS HEKEIATEITHHOIO KOHTEHTA KaK JOMOJHEHUE K
CcTaHJapTHOMY PoHMTENIbCKOMY KOHTPOJIIO.

6. Cozmaiite CceMEWHBIH DSJICKTPOHHBIN SAIMIMK, YTOOBI HE TO3BOJUTH JIETAM HWMETh
cOoOCTBEHHBIE aapeca.

7. brnokupyiiTe moctynm K caidiTaM ¢ OECIUIATHBIMH IOYTOBBIMH SIIIUKAMU C TTOMOIIBIO
COOTBETCTBYIOIIETO TPOrPaMMHOT0 0OeCTIeyeHusl.

8. Ilpuyumte pereil coBeroBaThcsi ¢ Bamm mepen omyOnmKoBaHHEM KakoW-1HO0
UH(OPMALIUU CPEICTBAMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (POPM U TPOQHIICH.

9. HayuuTe nereil He 3arpyxathb (aiiipl, IporpaMMbl UK MY3bIKY 0€3 Balllero COriacHusl.
10. He pa3zpemaiite 1eTsM UCIOIL30BaTh CIIY>KObI MTHOBEHHOTO 0OOMEHa COOOLICHUSIMH.

11. B "Genprii" criMcoK CalTOB, pa3pelICHHBIX JJISI TIOCEIIECHHsI, BHOCUTE TOJBKO CAHTHI C
XOpOUIEH peryTanuen.

12. He 3a0bIBaiiTe OecenoBath ¢ AeTbMU 00 uX Jpy3bsix B MHTepHeTe, Kak eciu Obl pedb
1712 O JPY3bSX B PEaTbHON KU3HU.

13. He nenaiite "taby" u3 BOIPOCOB IOJIOBOM KM3HM, Tak Kak B VMHTepHeTe netu Moryt
JIETKO HATKHYThCSI Ha TOPHOTPaUIO WK CAalUThI "[J1s1 B3pOCIBIX".

14. Ilpuyuute Bamero peOeHka coo0maTe BaM O JIIOOBIX yrpo3ax WM TpPEBOrax,
CBA3aHHBIX C HHTCpHeTOM. OcraBaiiTeCb CHOKOWHBIMH M HAIIOMHHTE JAC€TAM, 4YTO OHH B
0€30I1aCHOCTH, €CIIM CaMM PaccKa3ajid BaM O CBOMX TpeBorax. IloxBamure MX M IOCOBETYWHTE
HOJIOWTH €lIe pa3 B OAOOHBIX ClIydasX.

Bo3zpacr gereii ot 9 10 12 sner

B JaHHOM BO3pacTC ACTH, KaK IIPaBHIIO, Y>KC HACJIBIOIAHBI O TOM, Kakasd I/IH(i)OpMaHI/ISI
CYHICCTBYCT B I/IHTepHCTe. COBepH_ICHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBHUIACTH, IIPOYCCTh,
YCIbIIATDb. HpI/I 9TOM HYXHO IOMHHUTBH, YTO AOCTYII K HCKCIATCIIBHBIM MaTcpuajliaM MOXKXHO
JICTKO 336J’IOKI/IpOBaTB ITpu 1MomMouu CpeacTB PO,Z[I/ITCJ'H)CKOFO KOHTPOJIA.

Cosernl 110 0€e3011acHOCTH UId aeTeit or 9 no 12 ner

1. Co3maiiTe CIHMCOK JOMAITHUX TMpaBWI TOceleHus VMHTepHeT mpu y4dacTuu AeTed u
TpeOylTe ero BBHITOJTHEHUSI.

2. TpeOyiite oT Bamero pebeHnka coOII01eHIS HOPM HaXOKIEHUS 32 KOMITBIOTEPOM.

3. HaGmromaiite 3a pebeHkoM mpu paboTe 3a KOMIBIOTEPOM, MOKKHUTE €My, 4To Bhr
OECTIOKOUTECH O €ro 0€30MaCHOCTH U BCETia TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KommptoTep ¢ MOAKIIOYEHHUEM B MIHTEpHET JOKEeH HAaXOAUThCs B 0OIIeH KOMHATe MO
IPUCMOTPOM POAUTEIEH.

5. Ucnonp3yiiTe cpeacTBa OJOKMPOBAHUS HEXKENATEIHHOTO KOHTEHTa KakK JOTOJHEHUE K
CTaHJapTHOMY POoHMTENbCKOMY KOHTPOJTIO.



6. He 3a0pIBaiiTe MpUHUMAThH HETIOCPEACTBEHHOE yJacTHE B KU3HHU peOCHKa, OeceaoBaTh ¢
JIeTbMU 00 HX JIpY3bsix B IHTEpHETE.

7. HacrauBaiite, 4TOOBI JCTH HUKOTIa HE COTJIANIAIMCEH HA JIMYHBIC BCTPEUH C IPY3bSIMH 10
Nutepnery.

8. [To3BomsiiTe NETsAM 3aXOAUTH TOJIBKO Ha CalThl U3 "0enoro" crmucka, KOTOpPbIA co3aaiite
BMECTC C HUMMU.

9. Ilpuyuute pereli HHUKOTJAa HE BBIJABaTh JMYHYI0 MH(DOpPMALMIO CPEICTBAMU
9JIEKTPOHHOW MOYTHI, YaTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSMHU, PEerHCTPAl[MOHHBIX
dopm, TMUHBIX TPOGUIIEH U IPH PETUCTPAIIMK Ha KOHKYPCHI B MIHTEpHeTE.

10. Ilpuyunte nereit He 3arpyxaTh nporpaMmmel 6e3 Bamero paspemenns. O0bsICHUTE UM,
YTO OHM MOTYT CIYy4allHO 3arpy3uTh BHPYChl WM JPYroe HEXKeJaTelbHOe MPOrpaMMHOE
obecrnieueHue.

11. Cozpaiite Bamemy peOeHKy OrpaHMYEHHYIO YYETHYIO 3aluch s paboThl Ha
KOMITBIOTEPE.

12. Ilpuyuute Bamero peOGenka cooOmaTe BaM O JIOOBIX yrpo3ax HIM TpPEBOrax,
cBs3aHHbIX ¢ IHTepHeTOM. HanmomuuTe NEeTsAM, 4TO OHM B O€30MaCHOCTH, €CJIM CAMU PACCKa3ain
BaM O CBOMX TPEBOTaX U OMACCHUSX.

13. Pacckaxkure aetsam o nopHorpaduu B uTepHere.

14. HacrauBaiiTe Ha TOM, 4TOOBI JIETH MPEIOCTABIISUIA BaM JOCTYII K CBOEH 3JIEKTPOHHOMN
MoYTe, YTOOBI BBl YOSHIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. O0BsaAcHUTE ACTAM, YTO HEJIb34 UCIIOJIb30BATh CCTh JIA XYJIUTAaHCTBA, paCIIPOCTPAHCHU A
CIIJICTCH WUJIA YT'PO3.

Bo3spacr gereii ot 13 10 17 et

B sToM BO3pacTe NMOAPOCTKM AKTMBHO HMCIOJB3YIOT MOUCKOBBIE MAIIWHBI, IOJb3YKOTCS
AIIEKTPOHHOM TOYTOM, CIy’k0aMU MTHOBEHHOT0 OOME€Ha COOOIIEHHUSMH, CKauWBAIOT MY3BIKY U
¢wibMbpl. ManbunkaM B 3TOM BO3pacTe Oojbllle MO HPaBYy CMETaTh BCE OTPaHUYEHHUs, OHU
KaXAYT TpyOOro rOMOpa, a3apTHBIX UTP, KApTUHOK "miis B3pocibIX'". J€BOUKH MPEANOYUTAIOT
o0marecs B Yarax, NpPH 3TOM OHHM ToOpa3o 0Oojee YYBCTBUTENIBHBI K CEKCyaJbHBIM
JoMorarenabcTBam B MIHTepHeTe.

3ayacTyro B JIaHHOM BO3PacT€ POAUTENSAM YK€ BECbMa CJIOKHO KOHTPOJIMPOBATh CBOUX
neTel, Tak kak 00 VHTepHeTe OHU yXKe 3HAIOT 3HaYUTENbHO 0oJible CBOMX poauteneil. Tem He
MeHee, He OTIyckaiite nereil B "cBoOonHoe miaBanue" mo WurtepHery. Crapaiitech akTMBHO
y4acTBOBaTh B 001IeHNN peOeHka B IHTepHere.

BaxxHo no-npexHeMy cTporo co0aroaaTe npaBuia MIHTepHET-0€301aCHOCTH - COTJIAIeHNe
MEXIY POAMTENSIMU U JeTbMU. Kpome Toro, HeoOXOAMMO KaKk MOKHO yalle MpOCMaTpUBaTh
OTYeThl 0 AesTenbHoCcTH Aetel B MHTepHeTe. CregyeT oOpaTuTh BHUMaHHE HA HEOOXOAUMOCTh
COJIEp/KaHUsl POAMTENBCKUX Iapojeil (maposned aJAMMHHUCTPaTOpOB) B CTPOIOM CEKpPETe U
0o0paTUTh BHUMaHHE Ha CTPOTOCTh ATUX MapOJIeH.

CoBeTbl 10 0€30MMaCHOCTH B 3TOM Bo3pacTte oT 13 mo 17 et

1. Co3paiite ciMcoK IOMAIIHUX ITpaBWII NOcelleHns MHTepHeTa npyu yd4acTu NOAPOCTKOB
u TpeOyiiTe 0e3yClIOBHOTO ero BblmosiHeHUs. OOroBopure ¢ peOEHKOM CHHCOK 3allpelIeHHBIX



caifitoB ("uepHblii cnucok"), udacel paboTel B MHTepHETE, PYKOBOJICTBO MO OOIICHUIO B
WNHTepHeTe (B TOM YKCIIE B YaTax).

2. KommbroTep ¢ noaxiroueHneM K cetu IHTepHeT JoKeH HaXOAUThCS B 00IIEei KOMHATE.

3. He 3a0miBaiiTe OecenoBaTh € JASTbMU 00 MX Npy3bsix B MHTEpHETE, O TOM, YeM OHH
3aHATBI TaKUM 00pa3oM, OyATO peub UACT O APY3biIX B peaybHOM XW3HHW. CrHpamuBanTe o
JIOJISIX, C KOTOPBIMH JIETH OOINAI0TCS MOCPEACTBOM CIYKO MTHOBEHHOT'O OOMEHA COOOIICHUSIMH,
4TOOBI YOSIUTHCS, YTO ATH JIFOAN UM 3HAKOMBI.

4. Vcnonb3yiiTe cpencTBa OJIOKMPOBAaHUS HEXKEIATEIHHOTO KOHTEHTA KaK JOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heobxogumo 3HaTh, KakMMH YaTaMd ToJb3yroTcss Bammum aeru. [loompsiite
UCIIOJIb30BaHNE MOJICPUPYEMBIX YaTOB M HACTaMBaTe, YTOOBI JIETH HE OOIAIHUCH B IPUBATHOM
pexuMe.

6. HacrauBaiiTe Ha TOM, 9YTOOBI IETH HUKOT/Ia HE BCTPEUAINUCH JIMYHO C JAPY3bIMHU U3 CETH
Nurtepner.

7. Ilpuyunte nereil He BbIJABaTh CBOIO JIMYHYIO MH(DOPMAIUIO CPEICTBAMH 3JIEKTPOHHOM
HOYTHI, YaTOB, CUCTEM MTHOBEHHOI'O0 OOMEHa COOOIIEHUSIMH, PETMCTPALMOHHBIX (OPM, JIMUHBIX
npoduieil u npu perucTpauuy Ha KOHKypcol B UHTepHere.

8. Ilpuyuute nereii He 3arpyxath nporpamMmbl 6e3 Bamiero paspemienus. OObsICHUTE UM,
YTO OHU MOTYT CIYYalHO 3arpy3WTh BUPYCHI I JIPYroe HEXKENAaTeIhbHOE MPOTpaMMHOC
obecrieueHue.

9. Ilpuyunte Bamero pebeHka coo01mars BaM 0 JIFOOBIX yrpo3ax WM TPEBOTaX, CBSI3aHHBIX
¢ Murepnerom. HamomHuTe neTsiM, 9T0 OHM B OE30MACHOCTH, €CIM CaMH paccKa3ajid BaM, O
CBOMX YIpo3ax WM TpeBorax. [loxBaluTe WX W MOCOBETYWTE IMOJOWTH elle pa3 B MOJAOOHBIX
CiTydasix.

10. Pacckaxwure nersm o nopHorpaduu B MaTepHere. [lomorure UM 3aliUTUTHCS OT cliama.
HayuuTe nonpocTkoB He BblIaBaTh B IHTEpHETE CBOEro peanbHOrO 3JIEKTPOHHOIO ajgpeca, He
OTBeuaTh Ha HeXeNaTelbHble MUChMa U UCII0JIb30BATh CIEI[HAJIbHBIE IOYTOBbIE (PUIIBTPBHI.

11. IIpuyunte cedst 3HAKOMUTBCS ¢ CaliTaMU, KOTOPbIE MTOCEUIAI0T MOIPOCTKH.

12. Hayuure nereil yBaxarb APYrux B UHTEpHETE. Y OEIUTECH, YTO OHU 3HAIOT O TOM, YTO
IIpaBUJjIa XOPOILIEro MOBEICHUS IEHCTBYIOT BE3E - 1aXKe B BUPTYAIbBHOM MHUpE.

13. OOmscHUTE JeTsM, YTO HHU B KOEM cJIydyae Heb3s Hcnoiab3oBath Cerb I
XYJUTaHCTBA, PaCIPOCTPAHEHHUS CIUIETEH WM YTPO3 IPYTHM JIFOISM.

14. OOcynuTe ¢ MoApPOCTKaMH MPOOJIEMBbl CETEBBIX a3apTHBIX UIP U UX BO3MOXKHBIN PHUCK.
HanomuuTe, 4TO €T HE MOTYT UTPaTh B 3TU UTPbI COTTIACHO 3aKOHY.

[ToctosiHHO KOHTpOJMpyHTEe uHcnonb3oBaHue HTepHera Bammm pebGenkom! DT10 He
HapyIlIeHWE €ro JIMYHOrO IMPOCTPAHCTBA, a Mepa MPEeIOCTOPONKHOCTU M MposiBieHue Bareit
POIMUTENHCKONH OTBETCTBEHHOCTH U 3a00THI.




